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DOCUMENT AND DATA CONTROL

PURPOSE

The purpose of this procedure is to define the process and responsibilities to ensure that internal Quality Management System (QMS) documents, external and customer supplied documents (standards, specifications, procedures, prints, etc.), and data within (Company Name) are controlled.

OWNER
The Quality Manager is responsible to ensure that this procedure is fully implemented, maintained, and continually improved.
DEFINITIONS

Data - Information used to control a process, normally in electronic form.  Examples are: programs used to control machinery such as CNC machines, automated inspection programs that include pass/fail values, a database which specifies calibration frequencies, MRP / ERP system data, etc.

Document - Written material that provides information relating to the requirements of the Quality Management System (QMS) and is used as training or reference material.  Documents may be in the form of procedures, policies, instructions, forms, prints, standards, drawings, pictures, videos, etc., and may be hardcopy or electronic.  Documents tell you “how to do” something.  In the case of blank forms, which are considered documents, they tell you “what information to record”.  NOTE: A completed form is a record and is controlled by records management policies.
Controlled Copy – The intent of document control is to ensure that people are always using the latest revision of all documents.  A “controlled” copy of any QMS documentation means that there is a clearly identified distribution of each copy.  If the document is revised the QMS ensures that each distributed copy will be replaced with an updated copy.  “Uncontrolled” copies are those made without updating the distribution requirements for the document.  Methods for ensuring such control of additional copies are defined within this document.
APPLICABILITY
This Procedure applies throughout (Company Name) to the following documents, data, or other information sources that comprise the QMS:

Quality Manual & QMS Procedures & Forms – Documents that describe the QMS and specific QMS processes applicable across all departments / areas.

Local work instructions, forms, or other process specific documentation – Documents that are only applicable to a specific department / area process.  The following types of process specific documentation are used in our QMS: (e.g. work instructions, process control plans, process FMEAs, process flow charts, etc.)
Part specific documentation - Documents that are only applicable to a part or family of parts.  The following types of part specific documentation are used in our QMS: (e.g. part routings, BOMs, part control plans, part FMEAs, process sheets, prints, set-up sheets, formulation sheets, etc.) 
PROCEDURE 

Control of Internal Quality Management System (QMS) Documents

Authorization and Revision Control – All QMS documents are controlled electronically whenever possible.  The “master” electronic files are stored and maintained on the computer located in the administrative office.  The Quality Manager is responsible to implement adequate controls to ensure that no unauthorized changes are made to these files (e.g. read only file protection, password protection, drive access restrictions, etc.).   Since the QMS documentation is hyperlinked wherever possible, file names or folder locations should not be changed unless absolutely necessary.  The person(s) who have authority to authorize or change all QMS documents should be clearly identified within each document as “Process Owner”, “Document Owner” or any other appropriate statement that clearly identifies who has authority to approve any changes to the document.
Identification of Changes – Changes to QMS documents should be clearly identified within the document whenever possible.  This is to ensure that employees clearly understand what has changed from the last revision and to expedite training activities.  Any practical means is allowed for this purpose.  Examples are using colored text to identify changes or placing a bar in the right margin of changed text or including a revision history within the document. 
“Master” Versions – All networked computers in the company have a desktop icon / shortcut which provides access to the master electronic copies of the QMS documents.  Only documents accessed in this manner are considered current and may be used by company personnel.  Employees should not copy any of these files to their computers or other media unless permission is granted by the Quality Manager.  Where any QMS document is not controlled electronically via the network then a printed “master copy” or “master document list” is maintained by the process / document owner in a location accessible to all employees that might use the document (so that they can verify that they are using the current revision). 
“Controlled” Copies – Any documents that are consistently needed at the process / machine / work area may be printed and distributed / posted with the following controls.  The number of “controlled” copies and location of each copy must be clearly defined within the document.  When changes are made to the document it is the responsibility of the process / document owner to ensure that all such copies are replaced with the updated version.
“Uncontrolled” Copies – Additional copies of QMS documents, especially Forms and Process / Part specific documentation, may be printed out or copied as needed (e.g. for training or production activities).  However, it is the responsibility of all personnel to verify that they are using the latest revision of any printed document against the master electronic version.  It is highly recommended that these copies are destroyed after use to minimize the risk of using obsolete documents.
Obsolete Copies – Any obsolete copies of QMS documentation that need to be retained should be filed in a way that prevents accidental use.  For electronic documents, an “archive” subdirectory should be created and any old file revisions and access to the subdirectory should be limited for most employees.    
Computer Backups and Virus Protection - Regular backups (minimum weekly) of all critical information, including the company’s QMS documentation and electronic quality records, are made by the Quality Manager and at least one copy is kept off-site for disaster recovery.  A data recovery simulation should be conducted at least annually to ensure that all data can be properly restored if it ever becomes necessary.  Virus protection is enabled for all computers with Internet access.  Virus data files should be updated at least weekly.  Preferably, virus protection software will be set for automatic updating and file / email scanning features.
Document Reviews – QMS documents are reviewed for accuracy and completeness during each training event where they are used.  Each trainer is responsible to identify any necessary updates or improvements in a marked up printed copy and initiate a document change through the process or document owner.
CNC Programs – CNC programs are controlled electronically on machine memory and the computer network.  All set-up personnel are authorized to make changes to these programs.  Notes are included in the programs to identify any major changes and to communicate other relevant information.  

Control of External Documents

General - Any documents of external origin that are used as part of the Quality Management System must be verified as current and when necessary their distribution controlled.  During contract review and quality planning activities any external documents (quality system standards, industry standards, customer specifications, customer prints, codes, etc.) that are referenced and are needed to meet customer or regulatory requirements are identified and obtained.  It is the responsibility of Top Management and each Process Owner to review, implement, and maintain these documents and verify that they remain current at appropriate frequencies.
Distribution – If there are additional hard copies needed then a distribution list should be included with the master copy.  Whenever possible, external documents should be scanned and an electronic process, customer, and/or part folder should be maintained on the network as part of the QMS documentation to enable quick access to this information and the ability to verify current revision status of any printed copies.

Customer Supplied Documentation - A master customer and/or part folder is created and maintained in the administrative office for all customer supplied documentation.  This folder is the master file location for current revision information pertaining to customer part drawings, process standards, and any other relevant information supplied by the customer.  A copy of any customer supplied print will be issued with each job as necessary and should be discarded after the job is complete.  Top Management and each Process Owner are responsible to review, distribute, and implement all customer engineering standards / specifications, and any changes communicated by the customer, in a timely manner.  Part of this process is to update any affected part files, process documentation, and/or QMS procedures and forms.
Training
General – All QMS documentation is primarily in place for training company personnel how to effectively do their job and better satisfy our customers.  Whenever a document is changed, an evaluation must occur by the process / document owner as to whether training is necessary to implement this change.  The process / document owner is responsible to ensure that any training needs are fulfilled. No records are required for this activity.  Periodically the Quality Manager will evaluate training effectiveness on recent document changes by discussing the changes with affected personnel.  This evaluation technique should also be included as part of the internal audit program, see QSP-3.
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